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Electronic Logging Devices
( ELDs)

• ELDs must be installed and in use by the
December 16, 2017 deadline which is two years
after the publication date. The mandate applies
to all drivers who are required to keep records
of duty status, except commercial drivers who
1) drive eight or fewer days out of every 30
working days; 2) drivers in drive-away and
towing operations and 3) operators who are
driving vehicles older than model year 2000.
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Electronic Logging Devices
( ELDs)

• ELDs must be able to automatically 
record date, time and location information. 
Location will generally be in the form of 
GPS coordinates, but GPS is not 
required. It also must record engine hours 
which must be synchronized from the 
engine on and off time. Finally, the vehicle 
miles and driver identification information 
must be logged.
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Trucks & Hyperspace

 Some 18 wheelers now have the ability to 
make hyperspace jumps.
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 This driver disrupted his Omnitracs Device 
from recording his location and drove 
more than 2 hours without being logged.

 I thought his company was in collusion 
with him, but it turns out, while they should 
have known, they didn’t know.

 Always ask for the GPS Coordinates in 
electronic / digital form ( Excel CSV files )
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Bytes Per Minute Analysis
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When You Only Have CDRs
for Data

 Data from the cell phone is the best thing 
to look at for cell phone data activity.

 However that’s not always possible.
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When You Only Have CDRs
for Data
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And then there is this…

 Remember to look on FaceBook
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Black Boxes

 Airbag Control Module
 Airbag Control Unit
 Event Data Recorder

 AKA
 Car Black Box



Copyright Evidence Solutions, Inc. 2017. 
Computer, Technology & Digital Forensics.

Black Boxes / EDR
 What data can Automobile Black Boxes collect?
 Seconds Vehicle Engine Percent Brake Switch
 Before Deployment Speed (mph) Speed (RPM) 

Throttle Circuit Status
 Seconds Speed RPM Throttle Brake
 -5 57 4032 100 OFF
 -4 65 4160 70 OFF
 -3 62 2304 2 ON
 -2 55 1088 2 ON
 -1 47 896 2 ON
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Infotainment Systems

 Infotainment Systems are collectable and 
have tremendous amounts of data stored 
in them.



Copyright Evidence Solutions, Inc. 2017. 
Computer, Technology & Digital Forensics.

Infotainment Systems

• Location / GPS
• Automated functions

• Lane keeping
• AEB – Automatic Emergency Braking

• Communications Data
• SMS / Text Messages
• Email
• Call Logs
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Infotainment Systems

• Radio
• Station
• Volume
• Etc

• Lights
• Interior
• Exterior

• Parental and Valet Controls
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Infotainment Systems
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Truck Black Boxes

• AKA:
• Electronic Control Unit (ECU)
• Engine Control Module (ECM)
• Black Box
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Truck Black Boxes

 Truck Black boxes have become 
increasingly sophisticated over time. 
Newer modern devices have a 
tremendous amount of memory.
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Sample Truck Data



Copyright Evidence Solutions, Inc. 2017. 
Computer, Technology & Digital Forensics.



Copyright Evidence Solutions, Inc. 2017. 
Computer, Technology & Digital Forensics.
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