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• Cell Phones & Tablets
• Text messages

• Photos?

• GeoTagging

• Calendars

• Phone Books

• Call Logs

• Complete information about where the phone has been….
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• Digital Evidence: Cell Phone Forensics
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• Cell Phones & Tablets

• Browsing History

• Documents

• Email accounts

• Online data storage accounts
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• Digital Evidence: Cell Phone Forensics
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• Cell Carrier Data

• Device in use

• Device Changes

• Total Call Time

• Beware Time Zones
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• Digital Evidence: Cell Phone Forensics
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Item Conn. Date Conn. Time Orig. Number Term. Number IMEI Description Content Tower Location

1 9/23/2013 11:48 Redacted Redacted Redacted Incoming SMS
Wht up, lookn 4 sum peace tabs or at lest

sum oj, u got any? 33.30522, -111.72406

2 9/23/2013 11:49 Redacted Redacted Redacted Outgoing SMS I'll check, how much do u need? 33.30522, -111.72406

3 9/23/2013 11:50 Redacted Redacted Redacted Incoming SMS Enugh 4 the weeknd, couple grams? 33.30522, -111.72406

4 9/23/2013 11:53 Redacted Redacted Redacted Outgoing SMS Meet at Pacos in 30? 33.30522, -111.72406

5 9/23/2013 11:54 Redacted Redacted Redacted Incoming SMS Tight 33.30522, -111.72406
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04/02/12 01:54 Driving

04/02/12 02:17 SMS - Sent Sydney 4429788174

04/02/12 02:21 SMS - Inbox Sydney 4429788174

04/02/12 02:21 SMS - Sent Sydney 4429788174

04/02/12 02:21 SMS - Inbox Sydney 4429788174

04/02/12 02:21 SMS - Sent Sydney 4429788174

04/02/12 02:22 SMS - Inbox Sydney 4429788174

04/02/12 02:23 SMS - Sent Sydney 4429788174

04/02/12 02:23 SMS - Sent Sydney 4429788174

04/02/12 02:23 SMS - Inbox Sydney 4429788174

04/02/12 02:23 SMS - Inbox Sydney 4429788174

04/02/12 02:24 SMS - Inbox Sydney 4429788174
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SUNDAY MONDAY TUESDAY WEDNESDAY THURSDAY FRIDAY SATURDAY

1 2 3 4 5 6 7

Off Duty Off Duty
8 9 10 11 12 13 14

Off Duty
15 16 17 18 19 20 21

Off Duty
22 23 24 25 26 27 28

Off Duty
29 30

April 2012

11 5 4 9

36 10 16 29 42 3

8 16 4 36 30 45

34 52 23 18 23 60

35 47

Text Count for Plaintiff while driving

Over 630 Text Messages Sent
or Received by Plaintiff while
driving in April 2012.
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Plaintiff’s Texting and Driving

168
131

Total Hours Driven:
168

Total Hours Texting
while driving: 131

0

50

100

150

200

April 2012

Total Hours Driven: 168

Total Hours Texting
while driving: 131
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(Keith) Hey you send me more pics do you have a full body pic I can
see sexy

LOL no I don't .....

Will you take one for me” – “So how are thing with you and your mate

Maybe later .....and they are so so ....

“They are so so ?

Yea sometimes it seems like were just roommates LOL
I have to tell u something and lets hope u don't RUN ....
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There are a number of applications that can be installed on
cell phones to prevent texting and driving.

• DriveOFF – Free

• DriveMode – Free

• TextBuster - $179

• DriveScribe - Free
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• Dash Cam Sources of Data

• Device itself

• SD Card(s) inserted into the camera or docking station

• Cloud Storage <- Cell Phone <- Camera
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• Digital Evidence: Dash Cam Forensics
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• Dash Cam Sources of Data

• Telematic Systems

• Data uploaded into the cloud

• Data uploaded into the corporate data center

• Personal Computers & Devices

• Used for backups and examination / review
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• Digital Evidence: Cell Phone Forensics
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• Dash Cam Sources of Data

• Other Vehicles!
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• Digital Evidence: Cell Phone Forensics
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